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Introduction

Sven Larsson , Erik Johansson , Anna Nilsson1* 1 2

The Smart Grid (SG) seeks to overcome the limitations of conventional power systems by integrating renewable
energy sources. It leverages wireless sensor networks (WSNs) to improve monitoring of power generation equipment.
However, the open and expansive deployment of WSNs in SG introduces new vulnerabilities and potential attacks.
This paper introduces a novel security framework for WSNs in SG that utilizes public key infrastructure (PKI). The core
concept involves distributing the duties of the certification authority (CA) across multiple sensor nodes to guarantee
service availability and scalability. A new lightweight clustering method is developed to select these nodes, accounting
for their trust values and remaining energy. This framework delivers essential security features, including
authentication and data confidentiality, while countering threats such as Sybil attacks and eavesdropping.
Comprehensive simulations with OMNET++ and the Castalia framework demonstrate the clustering algorithm’s
effectiveness: nearly all sensors join clusters, and the number of cluster heads remains consistent even when
malicious nodes are present, highlighting the framework’s resilience.
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Background
Over the past few decades, environmental concerns have prompted governments worldwide to modernize traditional
electrical grids into smart grids. The conventional grid has several shortcomings: it relies heavily on nonrenewable
resources, contributing to greenhouse gas emissions and climate change; it generates excess energy that cannot be
stored, leading to significant waste; and it lacks sophisticated communication and monitoring capabilities [1]. The SG
aims to enhance the efficiency, adaptability, and dependability of electricity systems [2]. A defining characteristic of SG is
the incorporation of renewable energy sources, such as photovoltaic power systems (PPS), which can be installed on
building rooftops or in large solar farms. SG employs diverse communication technologies, both wired and wireless,
enabling grid components, such as generators and substations, to exchange data while meeting critical requirements,
including low latency, high reliability, sufficient bandwidth, security, privacy, scalability, and interoperability. Because
energy generators are often placed in remote or challenging environments, maintenance and real-time oversight become
difficult. These installations face risks including fire damage, ice accumulation, and electrical hazards. WSNs offer an
effective solution for monitoring in such demanding conditions where human intervention is impractical. Their primary
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functions include tracking and environmental monitoring [3]. WSNs facilitate the collection and sharing of data on
parameters like humidity, voltage, and temperature, enabling prompt detection of issues. They stand out due to simple
deployment, affordability, and broad coverage compared to conventional wireless systems [4].

Problem statement
The integration of varied communication technologies in SG heightens security risks. Securing WSN-based applications
in SG is particularly challenging due to the open architecture of WSNs, which exposes them to attacks such as Denial-of-
Service (DoS), selective forwarding, sinkhole, and Sybil attacks [5]. WSNs are commonly used across extensive solar
and wind installations, yet most research on SG security has concentrated on the consumer side, largely overlooking the
power generation side. Any internal or external attack on these WSNs must not disrupt SG operations or energy
production. Therefore, security remains a vital concern, requiring fulfillment of multiple objectives: non-repudiation
(preventing nodes from denying their actions), integrity (ensuring data remains unaltered), authentication (verifying node
identities), and confidentiality (protecting sensitive information) [5, 6].

Existing security approaches for WSNs in SG fall into two categories: encryption-based and non-encryption-based. Non-
encryption methods address only limited threats and offer partial protection. Encryption-based solutions, however, defend
against a wider range of attacks and support comprehensive security services. Public key infrastructure (PKI) is a robust
option that meets most security needs in WSNs for SG [5]. It supports digital signatures for authentication and non-
repudiation, keyed hash functions for integrity, and encryption for confidentiality [6]. Nevertheless, traditional PKI faces
challenges in availability and scalability because of its centralized design. The CA becomes a single point of failure; if
compromised, the entire network is affected, and it struggles to handle large numbers of sensors efficiently, regardless of
network size.

Contribution
To overcome the drawbacks of centralized PKI, this study presents a distributed PKI architecture tailored for WSN
applications in SG. The design relies on a clustering approach in which cluster heads (CHs) assume the CA’s
responsibilities within their respective clusters. This delegation enhances both scalability and service availability. Previous
PKI schemes for WSNs typically rely on either a fixed centralized CA [7, 8] or a pre-selected group of authorities
configured offline [9, 10]. Both strategies still suffer from a single point of failure. The proposed solution dynamically elects
sensor nodes to serve as CAs, ensuring that compromise of one affects only its local cluster.

The election process uses a newly designed clustering algorithm that incorporates multiple factors: node energy levels,
number of trustworthy neighbors, and trust metrics. This algorithm was developed because existing methods are often too
resource-intensive for large-scale SG deployments or rely solely on location or energy, which are insufficient for selecting
reliable CHs and forming balanced clusters. Trustworthiness is essential since CHs act as CAs. Trust metrics, combined
with energy and neighbor reliability, promote cluster stability—trustworthy neighbors can step in if a CH fails. The
algorithm also aims to achieve balanced cluster sizes to evenly distribute the workload. While many clustering protocols
exist, none fully combine all these required characteristics.

Key contributions of this work include:

·     Development of a novel clustering algorithm for CH selection that evaluates trust metrics, trustworthy neighbors,
energy levels, and cluster size to ensure balanced and secure clusters.

·     Design of a distributed PKI where CHs function as CAs and registration authorities (RAs) verify node authenticity
before certification.

·   Evaluation of the clustering performance and overall architecture robustness through simulations.



Larsson et al. J Smart Grids Energy Anal Optim (2025) 4:119
Page 3 of 20

https://doi.org/10.68159/w637320209

Security in WSN-Based SG
Attacks
WSNs are susceptible to various attacks across network layers [11]. This work specifically addresses the following:

DoS attack

Limited processing power and memory make WSNs vulnerable to DoS attacks that render network resources
unavailable. In a PKI context, such attacks can target the CA and disrupt the certification process [5].

Sinkhole attack

An adversary introduces a counterfeit node or compromises an existing one to attract and intercept network traffic. The
malicious node can then drop, modify, or delete data. Robust authentication mechanisms are necessary to prevent this
[5].

Sybil attack

A malicious node assumes multiple identities to disrupt routing and communication. Effective identity management is
required to mitigate this threat [5].

Traffic analysis attack

Attackers monitor communication patterns through eavesdropping to deduce network topology and locate critical nodes,
potentially enabling additional attacks, such as DoS. Strong asymmetric encryption serves as the primary defense against
eavesdropping [11].

Related work
Security solutions for WSN-based applications in Smart Grids have received considerable attention in recent years. In [2],
the authors introduced a framework designed to identify DoS attacks and stop them from reaching the sink node. Their
approach identifies and blocks potentially malicious nodes by comparing the time interval between consecutive requests
against a set threshold. Blocked nodes have their access records stored, and repeated requests increase a counter to
confirm suspicion. However, this method has a notable drawback: legitimate nodes may be incorrectly blocked if they
happen to send a few requests within a short time window.

The authors in [12] developed an adaptive, channel-aware system to detect selective forwarding attacks in WSNs. Their
solution divides the network lifetime into evaluation periods and calculates the expected normal packet loss rate for each
period based on radio link quality. In the first phase, baseline packet loss is estimated; in the second, nodes periodically
assess their neighbors’ reputation; and in the third, each node calculates the attack probability of its neighbors and shares
the results. A key limitation is that the scheme relies on a non-encryption-based technique, which fails to deliver the full
range of security services required in WSNs and SG environments.

Alfandi et al. [7] presented a hybrid cryptography scheme that uses public-key cryptography to ensure confidentiality and
integrity during data transmission between sensor nodes. In their approach, a central CA signs each node’s public key
and network address, then redistributes the key, address, and signature. Nodes perform a certificate-based handshake to
generate symmetric keys for subsequent communication. The main weakness is the reliance on a central CA, which
creates a single point of failure.

Nandini and Praveenkumar [8] proposed a PKI implementation for SG using wireless networks. During registration, a
digital signature binds a user’s identity to its public key. A Registration Authority (RA) verifies this binding, after which the
CA issues the certificate. Secure access begins with a Certificate Signing Request (CSR) sent to the RA, and a validation
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Clustering Protocols in WSNs

authority informs relying parties (RPs) of the certificate’s status. Like previous schemes, the centralized CA remains a
single point of failure.

In Ref. [9], the authors introduced a hierarchical PKI for SG with five levels. The top “master level” serves as the root of
trust, issuing certificates to the level below, while its public key is known to all devices. Lower levels have progressively
shorter validity periods and narrower responsibilities, with the bottom level unable to issue certificates. The critical
shortcoming is that the master level constitutes a single point of failure for the entire system.

The work in Ref. [10] sought to enhance existing PKI in SG by dividing the grid into groups based on a hierarchical
communication structure, thereby distributing the Trust Authority (TA) and addressing the single point of failure issue.

For WSNs deployed in Smart Grids, the PKI must remain robust regardless of network size or the number of sensor
nodes. In this paper, we introduce a new distributed PKI for WSN-based SG applications that uses a clustering algorithm
to dynamically elect suitable sensor nodes to act as CAs within their clusters. This election considers network topology
and additional parameters to ensure the PKI’s stability and scalability. The following section reviews selected clustering
algorithms in WSNs.

Classification of clustering protocols in WSNs
Clustering protocols in WSNs can be categorized in various ways depending on different criteria [13, 14]. Numerous
studies have contributed to the evolution of these algorithms over the years. In [13], clustering algorithms are divided into
probabilistic and non-probabilistic categories. The authors in Ref. [15] classify cluster-based routing protocols based on
macro and micro parameters. Another classification in Ref. [16] groups them into probabilistic, deterministic, and preset
approaches. In Ref. [17], the authors propose seven categories: connected dominated set-based, mobility-aware, energy-
efficient, load-balancing, dynamic, and homogeneous/heterogeneous. In Ref. [18], clustering algorithms are organized
into four classes: homogeneous-node, heterogeneous-node, fuzzy-logic-based, and heuristic-based methods.

In this section, we present a comprehensive new classification of clustering algorithms in WSNs based on the following
criteria:

·   Probabilistic vs. Non-probabilistic clustering: In probabilistic methods, each sensor node is assigned a probability value,
which serves as the primary criterion for selecting a cluster head [13, 19]. In non-probabilistic approaches, CH election
relies on multiple specific factors such as node location, number of neighbors, and security-related metrics [13, 20].

·   Clustering in homogeneous vs. heterogeneous networks: In homogeneous networks, all nodes at the same level have
identical initial energy, sensing capabilities, and communication ranges. Therefore, any node can become a CH, and
algorithms are typically energy-based or hybrid parameter-based [14]. In heterogeneous networks, nodes vary
significantly in resources, energy, and processing power. They are usually divided into super-nodes (with superior
hardware and capabilities) and normal nodes. CHs are generally selected from super-nodes. These networks also use
either energy-based or hybrid-parameter-based selection methods [14].

·     Energy-based clustering: These algorithms prioritize the sensor node with the highest remaining energy level as the
optimal choice for cluster head in heterogeneous environments [14].

·     Hybrid parameters-based clustering: CH selection considers multiple factors simultaneously, including cluster size,
neighbor information, distance to the base station, and others [14].
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The next section reviews several existing clustering algorithms and classifies them by their methodologies and the
parameters they employ.

Related work
Numerous researchers have developed clustering algorithms for WSNs and explored their benefits across different
domains, including security. The following section discusses several notable studies in this area.

Zahedi [19] focused on the Low Energy Adaptive Clustering Hierarchy (LEACH) protocol. The original LEACH selects
cluster heads randomly using a threshold equation without considering node energy levels. To address this, the authors
modified the threshold equation by incorporating the ratio of remaining energy to the initial maximum energy, resulting in
an improved version of LEACH.

The authors in Ref. [21] introduced a clustering algorithm that selects CHs based on a combination of a trust metric and
several other factors. The trust metric is behavior-based and derived from both direct and indirect observations. It
considers parameters such as the rate of acknowledged packets, the successful packet delivery ratio, the data forwarding
ratio, and node availability. Additional metrics used for CH election include node waiting time, connectivity degree, and
relative mobility.

Singh and Sharma [22] proposed a new clustering algorithm that employs Particle Swarm Optimization (PSO) to extend
network lifetime. The algorithm operates in three phases. In the first phase (cluster formation), the sink node collects each
sensor’s identifier, location, and current energy level. It then calculates the average node energy and uses PSO to
determine the optimal number of CHs that minimizes a defined cost function. The second phase establishes inter-cluster
communication paths for data transmission, while the third phase handles the forwarding of aggregated data from CHs to
the sink node.

In Ref. [23], the authors presented an Improved Distributed Energy-Efficient Clustering (IDEEC) algorithm for
heterogeneous WSNs. The protocol runs in rounds and first evaluates energy consumption to set a minimum threshold
per round. It then assesses the residual energy of nodes and selects CHs accordingly. IDEEC also calculates the optimal
number of CHs per round using a probability function that favors high-energy nodes while maintaining an ideal CH count.

The authors in Ref. [24] developed a system to detect, identify, and prevent black hole attacks in mobile WSNs. Their
approach uses a hierarchical cluster topology with four levels: sensor nodes, cluster heads (CH), coordinator nodes (CO),
and base station (BS). Each cluster includes one or more CHs and COs. Sensor nodes collect and send data to CHs,
which aggregate it and forward it to COs, and finally to the BS. A trust model is integrated into the detection mechanism,
where node behavior is evaluated through packet delivery ratios during neighborhood discovery. Untrustworthy nodes are
identified and added to a blacklist for revocation.

In Ref. [25], the authors proposed EPMS, a clustering algorithm based on PSO for improving routing performance. The
process begins by dividing the network into regions using PSO. Each node then calculates its distance to the region’s
center of gravity. The average residual energy of all nodes in the region is computed, and a node is selected as CH if it
has above-average remaining energy and is closest to the center of gravity.

The work in Ref. [26] introduced a black-hole detection model for WSN-based Smart Grid applications that relies on a
clustering algorithm. CHs are elected based on trust factors calculated from energy levels, honesty, intimacy, and the
trade-off between dropped packet ratios. This ensures that only legitimate nodes become CHs.

Fatima et al. [27] aimed to reduce energy consumption and prolong network lifetime by enhancing the weighted clustering
algorithm. They incorporated additional parameters into the CH selection process, including inter-node distance, residual
energy, and coactivity. The CH election involves comparing the Received Signal Strength Indication (RSSI) against a
predefined threshold; nodes with RSSI below the threshold are classified as malicious and excluded from the CH election.
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Each non-malicious node calculates a weight based on the selected parameters and broadcasts it. Nodes with the
highest weights are elected as CHs, while others join as regular cluster members.

Table 1 presents a comparison of the above clustering algorithms according to various criteria.

Table 1. Comparison of clustering algorithms.

Authors Routing
approach
(classical,
optimized)

Control
manner

(Centralized
C,

distributed
D)

Clustering Properties Heterogeneity CH s

Cluster
size

(Variable
V/Fixed

F)

Inter-
cluster
routing

Intra-
cluster
routing

Homogeneous/Heterogeneous
network

Probabilistic

Hybrid
Based

Energy
Based

Zahedi [19] Classical D V Single-
Hop

Single-
Hop

Homogeneous - √

Singh and
Sharma

[22]

Optimized C V Multi-
Hop

Single-
Hop

Homogeneous √ -

Xie and
Wang [23]

Classical D V Single-
Hop

Single-
Hop

Heterogeneous - √

Pathak et
al. [24]

Classical D V Multi-
Hop

Single-
Hop

Heterogeneous √ -

Wang et
al. [25]

Optimized C V Multi-
Hop

Multi-
Hop

Homogeneous - -

Otoum et
al. [26]

Classical C V Single-
Hop

Single-
Hop

Homogeneous - -

Belabed
and

Bouallegue
[27]

Classical C F Single-
Hop

Single-
Hop

Homogeneous - -

Rehman et
al. [21]

Classical D V Single-
Hop

Single-
Hop

Heterogeneous - -

Proposed
Algorithm

Classical D F Single-
Hop

Single-
Hop

Homogeneous - -

 

·     Cluster Size: Clusters can be formed with either equal or unequal sizes, depending on the number of nodes they
contain. In equal-size clustering, all clusters have a predetermined fixed number of members. In unequal-size clustering,
cluster sizes vary [27].

·     Heterogeneity of the Energy Level: This refers to differences in energy levels among sensor nodes. A two-level
heterogeneous WSN includes advanced nodes with higher energy and normal nodes with lower energy [28].
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Materials and Methods

·     Heterogeneity: WSNs are categorized as homogeneous or heterogeneous based on variations in sensor node
capabilities, such as processing power, storage capacity, and battery power [29].

·     CH Selection: Cluster heads can be selected using different strategies, including energy-based, hybrid-based,
probabilistic, or non-probabilistic methods.

·     Routing Approach: Routing can follow either a classical or an optimized approach. Classical routing relies on timer-
based functions for base node selection, often leading to uneven traffic distribution. Optimized routing employs algorithms
such as Fuzzy Logic (FL), Genetic Algorithm (GA), or Particle Swarm Optimization (PSO) [28].

·   Clustering Control: Clustering can be managed centrally or distributedly. In centralized control, the sink node gathers
global network information (e.g., energy levels) and selects the CHs. In distributed control, sensor nodes collaborate
locally to form clusters [28].

·   Inter-Clustering Routing: Communication between CHs (or sensor nodes) and the sink node can be single-hop (direct)
or multi-hop (through intermediate nodes) [28].

·     Intra-Clustering Routing: Member nodes can communicate with their CH using either single-hop (direct) or multi-hop
(via intermediate nodes) communication [28].

Table 1 compares various clustering algorithms based on the criteria outlined above. The analysis reveals that optimized
approaches for CH selection generally provide superior performance in terms of fault tolerance, energy efficiency, and
overall robustness, as demonstrated in [25]. For secure clustering, incorporating a trust metric is essential. This metric
can be calculated using factors such as packet delivery ratio [23], received signal strength [27], and successful packet
reception rate [21]. Additionally, considering residual energy levels is crucial for extending network lifetime, and most
reviewed studies include this parameter in CH selection [19, 23, 25, 26].

Most of the discussed protocols rely on single-hop communication for both inter- and intra-cluster routing. Furthermore,
nearly all of them produce clusters of variable sizes and adopt centralized control mechanisms [22, 25-27]. However,
variable cluster sizes lead to unbalanced workloads on cluster heads. At the same time, centralized approaches struggle
with scalability in large-scale SG deployments due to the high number of sensors and extensive coverage areas.

To address these limitations, we propose a new distributed clustering algorithm in which sensor nodes collaborate to form
clusters and elect suitable CHs using a hybrid set of parameters. The proposed algorithm creates fixed-size, 1-hop
clusters to ensure balanced load distribution among CHs.

Overview
Public Key Infrastructure (PKI) offers greater efficiency than shared-key approaches for managing credentials, especially
in large-scale networks [9]. In PKI, each device possesses a unique public-private key pair. The Certification Authority
(CA) is responsible for issuing, revoking, and updating digital certificates that bind sensor node identities to their public
keys. A Registration Authority (RA) authenticates and recommends nodes to the CA.

To overcome the availability and scalability issues associated with a centralized CA in Smart Grid environments, we
propose distributing the CA role across multiple sensor nodes, dynamically elected via a clustering algorithm. Each
cluster includes one CA (the Cluster Head), at least one RA, and several Member Nodes (MNs). Due to the critical nature
of the role, a CH must be highly trustworthy to prevent malicious nodes from being elected. It must also possess the
highest energy level among candidates and have at least two trustworthy neighbors. The RA, likewise a trustworthy node,
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protects the CA and stands ready to replace it if the CH becomes unavailable. The details of the proposed clustering
algorithm are presented in the following section.

Clustering algorithm
The proposed clustering algorithm selects CHs based on multiple parameters. The primary factors include the residual
energy level of sensor nodes (to maximize cluster lifetime), the node degree (number of direct neighbors), and a trust
metric. A node with fewer than two neighbors cannot become a CH. The trust metric ranges from 0 to 1 and reflects the
node’s cooperative behavior and the authenticity of messages it transmits. A node is considered fully trustworthy when its
trust value reaches 1. Trust values increase through consistent positive behavior and collaboration. Several techniques in
the literature compute trust based on packet delivery ratio and Received Signal Strength Indicator (RSSI) [10, 21, 26].

The clustering process consists of three main phases: discovery, clustering, and maintenance.

In the discovery phase, every sensor node exchanges HELLO messages with its one-hop neighbors. These messages
contain essential information such as position, current trust metric, and energy level. HELLO messages are broadcast
periodically during a predefined period called TimerD.

Once TimerD expires, the algorithm enters the clustering phase. Each node calculates its degree level (DL), which is the
number of its neighbors. A trustworthy node with the highest energy level (EL) among its neighbors and at least two
neighbors broadcasts an E-message declaring itself a CH candidate. Otherwise, the node waits to receive E-messages
from other candidates and sends a join request (J-message) to one of them. The collection of E-messages continues for
a duration defined by TimerE.

When TimerE expires, each CH candidate compares itself to the others. If it has the highest energy level (EL) and highest
degree level (DL), and it has received at least one join request, it declares itself the CH by broadcasting a HELLO
message and accepts all join requests. Otherwise, it joins another CH. All clusters are designed to have a fixed maximum
number of member nodes to maintain load balance. Figure 1 illustrates the flowchart of the proposed clustering
algorithm.
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Figure 1. Flowchart of the proposed clustering algorithm.

If a new sensor node enters the network afterward, it listens for HELLO messages from active CHs and sends a join
request to the closest one. Should it fail to receive an acknowledgment within the TimerA interval, it attempts to join
another CH by sending a new J-message. Once admitted into a cluster, the node’s role is assigned according to its trust
value and distance: trustworthy nodes located one hop from the CH are designated as Registration Authorities (RAs). In
contrast, others function as regular member nodes.
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Results and Discussion

In the maintenance phase, every CH periodically broadcasts HELLO messages to inform its members that it remains
active. Simultaneously, RA nodes send their own periodic HELLO messages to the CA. The CA continues operating only
as long as it has at least one RA within the cluster. If all RAs are lost, the CH loses its authority, triggering a new
clustering cycle.

Characteristics of the proposed PKI
Thanks to the clustering mechanism, the architecture provides a fully distributed, autonomous PKI. Every cluster includes
one CA (the CH), one or more RAs, and several ordinary Member Nodes (MNs) with the following responsibilities:

·   CA: Serves as the cluster head and handles the issuance and management of short-term certificates for RAs and MNs.

·   RA: A reliable node positioned one hop from the CA. It validates MN certification requests and forwards only legitimate
ones to the CA. Requests are accepted only when supported by a valid long-term certificate.

·   MN: An ordinary sensor node without any special duties inside the cluster.

All sensor nodes are assumed to start with long-term certificates issued offline by a central CA, which helps verify their
identity when joining the network. Traditional PKI systems require frequent contact with a central CA to renew certificates
and avoid spoofing. However, in large SG deployments — characterized by vast areas, high node counts, and unstable
links — such repeated long-distance communication is impractical and can leave nodes unable to participate.

The proposed design solves this by letting each node obtain a short-term certificate from its local CH for intra-cluster
communication. When a short-term certificate expires, or a node is suspected of compromise, it simply contacts its CH.
Using the node’s long-term certificate for authentication, the CH issues a locally generated short-term certificate. This
greatly reduces renewal latency and enables fast revocation of compromised keys without depending on a distant central
authority.

Overall, this distributed PKI overcomes key weaknesses of centralized systems. It removes the single point of failure by
spreading CA duties across dynamically elected nodes selected based on topology and multiple criteria. A compromise or
failure of one CA affects only its own cluster. RAs add extra protection by screening requests and defending against DoS
attacks. Trust-based clustering prevents malicious nodes from becoming CAs. Asymmetric cryptography delivers strong
authentication, confidentiality, and non-repudiation. Short-term certificates further reduce the risks of sinkhole and Sybil
attacks through regular local key renewal.

This section assesses the scalability and overall performance of the proposed clustering algorithm.

Simulation setup
The experiments were carried out using the OMNET++ network simulator, which uses C++ modules interconnected
through message exchange [30]. The clustering algorithm was developed and tested inside the Castalia simulator [31], a
well-established platform for evaluating WSN protocols before hardware implementation.

The performance evaluation involved a network of approximately 200 nodes arranged in a grid across a 100 × 100 meter
area. The detailed simulation parameters are provided in Table 2.

Table 2. The simulation parameters.
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Parameters Values

The number of sensor nodes 200

Network size 100 × 100 m

Max number of nodes in a cluster 25

Percentage of malicious sensor nodes (5, 25)

Simulation duration 2000 s

Simulation results
We first analyze the number of elected Certification Authorities (CAs). As shown in Figure 2, the number of CAs is plotted
against the total number of nodes in the network.

The figure reveals a clear trend: as the network size grows, the number of elected CAs rises accordingly. Specifically, for
a network of 150 nodes with a cluster size limit of 30 members, 5 CAs are elected. This number increases to 6 CAs when
the network expands to 200 nodes.

All clusters maintain a fixed capacity equal to the maximum number of allowed members. Whenever a cluster becomes
full, an additional cluster is automatically formed. Figure 2 further highlights that increasing the maximum cluster size
results in fewer CAs overall.

These outcomes demonstrate that the proposed clustering algorithm effectively minimizes the number of CAs while
ensuring every node can join a cluster. New clusters are established only when existing ones reach their capacity.

Figure 2. Number of elected CAs per total number of sensor nodes in the network.
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Figure 3 demonstrates how the transmission range influences the number of selected CAs. Given that the algorithm
targets Smart Grid settings with a large number of widely scattered sensors across extensive sites, the simulations
employed relatively large transmission ranges exceeding 50 meters.

Figure 3. Number of elected CAs as a function of transmission range.

As displayed in Figure 3, the number of CAs drops noticeably when the transmission range becomes larger. For a
network of 250 sensor nodes with a cluster size of 25, the system creates 18 clusters at a 50 m range, but this number
falls sharply to just 10 clusters when the transmission range reaches 250 m.

The reason is simple: with greater transmission ranges, distant nodes can reach existing CHs more easily. This leads to
fewer cluster heads being selected and, therefore, fewer clusters being formed. It is important to note that larger
transmission ranges consume more energy, which is why the maximum value was capped at 250 m in these experiments.

Figure 4 shows that the number of elected CAs remains completely stable regardless of the number of malicious nodes
in the network. This robustness comes from two main protections built into the design. First, the CH selection process
relies heavily on a trust metric, so malicious nodes have no chance of being elected as CAs. Second, the Registration
Authority carefully filters all incoming join requests, preventing any malicious attempts from reaching or compromising the
CA.
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Figure 4. Variation in the total number of cluster heads (CAs) according to the proportion of malicious sensor nodes
present in the network.

Figure 5 compares the rate at which malicious sensor nodes are selected as cluster heads (CAs) relative to the overall
number of malicious nodes. Results are shown for the suggested method and for the Energy Efficient Secure trust-based
(EEST) clustering approach [20] from the literature review. The graph shows that approximately 10% of malicious nodes
are elected as CAs when using EEST, whereas the proposed method prevents any malicious nodes from becoming CAs.
This strong security property stems from the incorporation of a trust evaluation mechanism during the selection process,
ensuring that only highly trustworthy sensor nodes are eligible to serve as CAs.
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Figure 5. Ratio of malicious sensor nodes chosen as cluster heads (CAs) plotted against the overall number of malicious
nodes present in the network.

Figure 6 displays the share of sensor nodes successfully integrated into clusters relative to the total number of deployed
sensor nodes. At a transmission range of 100 m, roughly 2% of nodes remain outside any cluster. This situation arises
mainly when nodes have restricted communication distance or are positioned at the outer boundaries of the deployment
field, making it impossible for them to associate with an existing CA. Additionally, malicious nodes are barred from
establishing their own clusters. In contrast, at greater transmission ranges, the figure demonstrates that all sensor nodes
(100%) are incorporated as cluster members. These findings highlight the robustness and effectiveness of the proposed
clustering approach, demonstrating that the resulting clusters achieve complete network coverage.
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Figure 6. The proportion of sensor nodes in clusters, plotted against the total number of nodes in the network.

Figure 7 shows the network’s energy consumption as the number of sensor nodes increases. The results reveal that
Cluster Heads (CHs) consume only marginally more energy compared to regular sensor nodes. This suggests that the
additional responsibilities of a CH — such as periodically broadcasting HELLO messages and handling join
acknowledgments — do not impose a substantial energy burden. At the same time, overall energy consumption increases
as the network size grows, primarily because more HELLO and control messages are exchanged during cluster
formation. However, even in larger networks, the total energy used stays minimal, remaining well below 1% of each
sensor node’s initial energy reserve.
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Figure 7. Energy consumption percentage relative to the total number of sensor nodes in the network.

In Figure 8, the cluster head lifetime is plotted against the percentage of malicious nodes in the network. The cluster
head (CA) achieves 100% lifetime, remaining active throughout the network’s operation. This strong performance stems
from the requirement to have at least one Registration Authority (RA) within the cluster and sufficient remaining energy.
These outcomes demonstrate the high stability of the proposed clustering approach, in which sensor nodes seldom need
to leave or change their current cluster.
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Conclusion
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